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MWHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUUCKON ®EQEPALIUN

OENAPTAMEHT FrOCYOAPCTBEHHOW NMOJIMTUKU B COEPE
OBLLUEI0 OBPA30OBAHUA

nMMCbMO
oT 14 masa 2018 r. N 08-1184

O HAMNPABNEHUN NHO®OPMALIUA

[enapTaMeHT rocyaapCTBEHHOM NMOAUTUKKN B cdhepe obwero obpasosaHns MmMHobpHayku Poccum
HanpasnaeT anda ceeneHusa paspaboTaHHble BpeMeHHON koMmuccuen Coseta deaepaumn nNo passBUTUIO
WHdopMaumoHHoOro obwecrtsa MeTogMyeckuMe pekoMeHzauuMu O pasMelleHMM Ha WHGOPMaLMOHHbIX
cTeHpax, odununanbHbIX WHTEpPHET-canTax n Apyrux MHMOPMaALMOHHbIX pecypcax
obweobpazoBaTenbHbIX OpraHM3aumMm W OpraHoB, OCYLeCTBAAWMX ynpaBneHue B cdepe
obpasoBaHus, nHpopmaumm o 6e3onacHOM NOBEAEHUN U UCNOSIb30BaHUK ceTn "UHTepHeT".

OunpekTop denapTtaMeHTa
A.E.NETPOB

MpunoxeHne

METOANYECKME PEKOMEHOALIUN
O PASMELLUEHUN HA UH®OPMALMOHHbLIX CTEHAAX, OPULIMATIBHBIX
WHTEPHET-CAUTAX U APYTNX MHO®OPMALIMOHHbIX PECYPCAX
OBLLUEOBPA3OBATENbHbIX OPFTAHU3ALIMA U OPIFAHOB, OCYLLECTBNAIOLLMX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHO®OPMALIMXA O BE3OINMACHOM
NOBEAOEHUU N UCNOJNb3OBAHUN CETU "MHTEPHET"

oJkcneptaMuM U uneHamMn BpeMmeHHon komuccuum  CoBeta ®depepaumn Mo pasBUTUIO
nHdopMaumoHHoro obuwiectea B paMKax BbIMOJIHEHUS peKoMeHAauMn napaaMeHTCKUX CRyLaHui
"AKTyanbHble BOMNpOCbl o0becrneyeHnss 6e30MacHOCTM W pa3BUTUS AeTern B  MHOOPMaLMOHHOM
npoctpaHcTee", koTopble npownn B CoBete ®depepauun 17 anpena 2017 r., 6buim pa3paboTaHbl
MeToaMYecKkMe pekoMeHZauuMm O pasMeweHnn Ha WMHGOPMAUMOHHBLIX CTeHaax, oduumanbHbIX
WHTEPHET-calTax W ApyrMxX WMHMOPMaLUMOHHBLIX pecypcax obuweobpasoBaTefibHbIX OpraHusauum wu
OpraHoB, OCYLUeCTBASWMX YynpasrieHne B cdepe obpas3oBaHuda, WHGopMaumm o 6e30nacHOM
noeBeaeHnUn U NCnonb3oBaHnm ceTn "MHTepHeT" (fanee - MeToanveckme pekomeHgaummn).

MeToamyeckme pekOMeHAauuuM  HamnpasfieHbl Ha  KayeCTBEHHOE  MMOBbIWEHME  YPOBHS
MHPOPMaALMOHHON aeaTenbHOCTM obueobpasoBaTesbHbIX OpraHM3aunuin U OpraHoB, OCYLLECTBAAWNX
ynpasneHune B cepe obpasoBaHus, B 4acTU MHOOPMUPOBAHMS yUalmMXcsa, nx poantenen (3aKOHHbIX
npeacraBuTenen) W negarormyecknx paboTHUKOB 06 OCHOBHbLIX acnektax WHAGOPMaLUMOHHOM
6e3onacHocTH.

MeToAnYeckMe pekoMeHZauuu Mo3BoNAAT 06uweobpa3oBaTesibHbIM OpPraHM3auusaM U opraHam,
OCYLLECTBNAWMM yrnpaBneHue B cdepe 06pas3oBaHUsA, aKTyaM3MpPOBaTb YXXE MUCMNONb3yeMble U
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pasMelleHHble MHGPOPMALUMOHHbIE MaTepuanbl, Tak M MOAFOTOBUTb WX B C/y4Yae MX OTCYTCTBUSA C
YUYETOM JNyYLlnX NPaKTUK U peKoMeHaauun.

B pamMkax MeToaMYeCcKMX peKoMeHAauuii paccMaTpUBaOTCS CleayoLlmne MHCTPYMEHTDI:
1. MHOPMaUNOHHbIE CTEHAbI;
2. obuumManbHble MHTEPHET-PeCcypChl;

3. cpeAcTBa MaccoBon MHGoOpMaLuK (LLUKONbHbIE FA3€eThl, NeJarornyeckme u3gaHua n apyrue).

UHdopmaumoHHbIe cTeHAabl

Ha wnHdopMauMoHHbIX cTeHaax B obuweobpa3oBaTesibHbIX OpraHM3aumsax, pacrofioXeHHbIX B
done yypexaeHun n B KabmHeTax, OCHALLEHHbIX NEpPCOHasIbHbIMKM YCTPOMCTBAMU A/ BbIXOA4a B CETb
"MIHTepHeT", peKoMeHAYEeTCSA pa3MecTUTb MHOOPMaALIMOHHbIE NAaMATKKN, coaepKalme OCHOBHbIE COBETbI
no obecneyeHno MHPOpPMaLMOHHOM 6€30NaCHOCTUN yYaLlLUNXCS.

B npunoxeHnn N 1 K MeTOAMYECKMM peKOMeHAauusiM npeactaBsieH obpasel namMsaTku ans
pasMeLLleHNa Ha MHPOPMALIMOHHbBIX CTEHAAX.

CpencTea maccoBoi uHdopmaumm

B cpeactBax mMaccoBo MHMOPMaUMKM, OPUEHTMPOBAHHbLIX Ha 06Yy4YaloLWMXCS, PEKOMEeHAYyeTCs B
TeyeHue y4yebHOro roga perynsipHo ny6navMkoBaTb WMHGOPMALMOHHbIE MaTepuasnbl, MOCBSLIEHHbIE
OTAENbHbIM acnekTaM MHMOPMaAUMOHHOM 6e30MacHOCTU, a TakKXe pasfindHble MNaMsATKM obLiero
XapakTepa.

B cpeacteBax mMaccoson nHdOpMaumMm, OPUEHTUPOBAHHbBIX HA Mefarornyeckyro obLecTBeHHOCTb,
pekoMeHAyeTCs B TeYeHWe KaneHaapHoro roga perynsapHo nybnmkoBaTb WMHGPOPMAUNOHHbIE
mMaTtepuanbl, TMOCBSILEHHble OTAeNbHbIM  acrnektam  MHQOpMaUMOHHOMW  6e30macHOCTM  Kak
HeCcoBepLIEHHONETHNX, TaKk N obuweobpasoBaTesibHbIX OpraHM3aunii, a TakKXe pasfiMYHble MaMsaATKu,
0630pbl HOPMATUMBHO-MPABOBOIro0 peryaMpoBaHns AaHHOM cdepbl M MHGOPMAUUID O aKTyasibHbIX
MeponpuaTUaxX U cobbiTUSAX B aHHOW cdepe.

B xope npoeeaeHms EamHoro ypoka no 6e3onacHoctM B ceTn "MHTepHeT" pekomeHayeTcs
obecneunTb BbIMYCK TEMATMYECKOro BbiNyCKa CpeacTBa MaccoBon wHdopMauum nambo cepum
nyénnkaumii, cpeam KOTOpbIX pacCMOTpeTb OpraHu3oBaHHble MeponpusaTua ana obydarwmxcs, mx
poauTenein (3aKOHHbIX NpeaCTaBUTeENen) U negarormyeckon obLwecTBeHHOCTH.

OdomumanbHble UHTepHeT-pecypcbl

Obleobpa3zoBaTesibHbIM OpraHU3auUnsaM pekoMeHAyeTCcs Ha cBoux oduumanbHbiXx WHTepHeT-
pecypcax obecneuntb (QYHKLUMOHUPOBAHME CaMOCTOATENbHOIMO W CNeunann3mpoBaHHOro pasaena
"MHdpopMaumoHHada 6e3omnacHocTb", B paMKax KOTOpOro npeaycMOTpeTb pasMelleHue cienytowen
WHdopMaumu:

N | Pazgen/noapasaen ®opmart ConepxxaHue Mmatepuanon
npeacrasneHns
MaTepmanos
1. |JlokanbHble Konunn nokymeHTOB B | PasMewarTca KOnMMn AOKYMEHTOB,
HOpMaTMBHbIE aKTbl | popmaTe *PDF T.€. CKAHMPOBAHHbIA BapuaHT
B cdhepe AOKYMEHTa, COOTBETCTBYHOLLM
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obecneyeHus
MHPOPMALMOHHOM
6e3onacHoCTH
obyuatouwmxcs

Mevatb OOKyMeHTa

TpeboBaHMAM K napameTpam
CKaHnpoBaHu4. Pa3sMellatoTcs
AOKYMEHTbI, pernameHTmpytowme
opraHmusauuto n paboty c
NnepcoHasbHbIMU AAHHbIMU, MAHbI
MeponpuaTuin no obecneyeHuto
MHdOpMaumMoHHOM 6e30nacHoOCTH
oby4atolmxca u apyrue.

HopmaTumBHOe
perynmposaHue

Konunn nOoKyMeHTOB B

dopmaTte *PDF

My6nnKyroTCa akTyanbHble
cBefeHus o peaepanbHbIX U
pernoHanbHbIX 3aKOHaXx, NMCbMax
OpraHoB BNacTu u gpyrue
HOPMaTUBHO-MNPaBOBbI€ AOKYMEHTHI,
pernameHTupytowmne obecneyeHune
nHdopMaumMoHHon 6e3onacHoOCTu
HecoBepLIEHHONETHNX.
JlonyckaeTcs BMeCTO Konumn
pa3MeLaTtb rmMnepccbiikKn Ha
COOTBETCTBYHOLUNE AOKYMEHTbI Ha
camTax OpraHoB rocyAapCTBEHHOM
BNacTw.

Meparornyeckmnm
paboTHUKaM

TekCT Ha cTpaHuue
canTa

Konuu fOKYMeHTOB B

¢dopmaTte *PDF

Pa3smellatoTca MeToamyeckume
peKoMeHAaUnn N yKasblBaeTcs
nHdopMaums 0 MeEPONPUATUSNX,
NMpoeKkTax 1 nporpamMax,
HanpaB/IEHHbIX Ha MOBbILLIEHNE
MHMOPMALMOHHOMN rPaMOTHOCTM
negarornyecknx paboTHUKOB.

O6yuawwmmcs

TekcT Ha cTpaHuue
cauTa

Pa3melwlaetca nHDOpMaUNOHHas
namaTka (npunoxeHne N 2) u
yKa3sbiBaeTca nHdopmaums o
MeponpuaTUAX, NpoeKkTax u
nporpamMmax, Hanpas/ieHHbIX Ha
noBbieHNne NHHOPMaLMOHHOMN
rpamMoTHOCTM obyyatoLmnxcs.

Poaountenam
(3aKOHHbIM
npeacTaBuUTeNsAM)
obyuatouwmxcs

TeKkCT Ha cTpaHuue
canTa

PasmMelaeTcsa nHdpopmMaLMoHHas
namatka (npunoxeHue N 3).

HdeTtckune
6e3omnacHble CanTbl

TeKkCT Ha cTpaHuue
canTta

PaszMelaeTcsa nHpopmaums o
peKoMeHAYyeMbIX K MCNOb30BaHMIO
B yuyebHOM npouecce 6e30nacHbIX
carnTax, 6aHHepbl 6e30nacHbIX
OETCKUX CanTOB.
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OpraHaM, ocywecTBASKOWMM ynpasneHne B cdepe ob6pa3oBaHMs, peKoOMeHAYeTCs Ha CBOMX
odunumanbHblX  MHTepHeT-pecypcax obecneuntb  (OYHKUMOHMPOBAHME  CaAMOCTOSITEIbBHOIO U
crneunanmampoBaHHoro pasgena "MHdopMaumoHHas  6e3onacHocTb", B paMKax KOTOpoOro
npeaycMOTpeTb pa3MeLleHne cneayrowen nHbopmauum:

MpunoxeHne N 1

NAMATKA
AnA OBYYAIOLLUUXCA OB UHOOPMALIMOHHOW BE30MACHOCTU OETEN

HEJNb3A

1. Bcem nogpsia coobuwatb CBOK 4YacTHYH MHMopMauuto (Hactosiwme mmsa, damunnto, TenedoH,
aApec, HOMep LWKOoJbl, a Takxe doTtorpadmm cBOU, CBOEN CEMbU U ApPYy3eN);

2. OTKpbIBaTb BNOXeEHHble daibl 31EeKTPOHHOM NOYTbl, KOrAa He 3Haelwb OTNpaBuUTeNs;
3. M'py6buTb, NpuaMpaThCsl, OKasblBaTb AaBNeHME - BECTU cebsi HEBEX/IMBO M arpecCuUBHO;

4. He pacnopshxaics geHbramm TBOen ceMbu 6e3 paspelleHus CTapliux - BCerga crnpawuvsan
poauTenen;

5. He BcTpeuvalica ¢ VMIHTEPHET-3HAaKOMbIMWU B peasibHOM >XWU3HW - MOCOBETYWCS CO B3POC/bIM,
KOTOpPOMY A0Bepsiellb.
OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe HenpaBay B MHTepHeTe - coobwmn 06 3TOM CBOMM
poauTENAM UM ONEeKyHaM;

2. MpurnawatoT nepenuncbiBaTbCs, UrpaTb, 0OMEHMBATLCA - NPOBEPb, HET N NOABOXA;

3. He3akoHHOe konunpoBaHue darnos B NHTepHETe - BOPOBCTBO;

4. Bcerga pacckasbiBal B3poC/biM 0 Npobiemax B CeTU - OHM BCeraa noMoryT;

5. Ucnonb3yin HacTpomku 6e30nacHOCTU M NPMBATHOCTU, YTOObI He NMOTEPSTb CBOWM aKKayHTbl B
couceTsaAX U Apyrux nopTtanax.
MOXHO

1. YBaxkan Apyrux nosb3osaTenemn;

2. Monb3yewbcs HTEPHET-UCTOYHUKOM - Aefiak CCbIIKY Ha Hero;

3. OTKpbIBal TONbKO Te CCbIJIKM, B KOTOPbIX YBEPEH;

4. O6bwaTbCA 3a@ MOMOLLbI B3POC/bIM - POAUTENN, OMNEKYHbl MU aAMUHUCTPAUUA CalTOB Bceraa
NoMoryT;

5. Mponan obyueHune Ha canTe "CeTeBMYOK" KM MONYy4YM NacrnopT undpoBoro rpaxgaHmHal
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MpunoxeHue N 2

MHO®OPMALIMOHHAA NAMATKA
Ans obYYAIOLWMXCA Ansd PASMELLEHUA
HA OPULINATIBHBIX MHTEPHET-PECYPCAX

C KaxAablM roloM MOJIOAEXM B UHTEPHETE CTaHOBUTbCS OO0sblie, @ LWKOJbHUKM OAHU U3 CaMbIX
aKTUBHbIX MNofib3oBaTenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOINO KOJSIMYECTBa BO3MOXHOCTEN,
MHTEPHET HeceT M Npobnembl. ITa NaMsiTka A0/HKHA NoMoYb Tebe 6e30MnacHO HaXoAUTLCS B CETU.

KoMnbloTepHble BUPYCbI

KoMnbloTEpPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OTJNUYUTENbHOM
0COB6EHHOCTbIO KOTOPOM ABNSIETCS CMOCO6HOCTb K PasMHOXEHMI0. B A0Mo/IHEHME K 3TOMY, BUPYChI
MOryT TMOBPeAUTb WM MOSIHOCTbIO YHUYTOXWUTb Bce aknbl W  AaHHble, MNOAKOHTPOJIbHbIE
nosib30BaTeNto, OT MMEHM KOTOpOoro 6bifa 3anylleHa 3apaXxXeHHas nporpaMMa, a TakXe MnoBpeauTb
NN Aaxke YHUUYTOXUTb onepaunoHHY CUCTEMY CO BCeMU dainamm B LenoM. B 60MbLLIMHCTBE CnyYaes
PacnpoCTPaHSATCA BUPYCbl Yepe3 UHTEPHET.

MeToAbl 3aWMTbI OT BpPpEAOHOCHbIX nMporpaMmm:

1. Nicnonb3yi coBpeMeHHble onepaumoHHbIE CUCTEMbI, UMEKOLLME CEPbE3HbI YPOBEHb 3aLUUTbl OT
BPEAOHOCHbIX NPOrpamMm;

2. TloctossHHO ycTaHaBnAuBa naytm (umdpoBble 3ansaTky, KOTOpble aBTOMAaTU4YEeCKMU
yCTaHaBMMBAKOTCA C UeNbi AopaboTKkM nporpaMMmbl) U Apyrue OOHOBMEHUSI CBOEK onepaunoHHOWN
cuctembl. CkaumBam MX TOMbKO C oduumanbHOro canta paspabotunka OC. Ecnm cywecTByeT pexum
aBTOMaTMYeCcKOro o6HOBNEHMS, BKJIOUM €ro;

3. PaboTali Ha CBOEM KOMMblOTEpPE MOA NpaBaMy MNONb30BAaTeNs, @ HE aAMUHUCTpPAToOpa. DTO He
NO3BONUT 6GO/bLINMHCTBY BPEAOHOCHbLIX MPOrpaMM WHCTAN/IMPOBATbCA HA TBOEM [EPCOHANIbHOM
KOMMblOTEpPE;

4. Wcnonb3yn aHTMBUPYCHbie TMpPOrpaMMHbie MpPOAYKTbl W3BECTHbIX MpousBoauTenen, c
aBToMaTMyecknm obHoBneHuem 6a3s;

5. OrpaHuyb GU3NYECKNIA AOCTYN K KOMMbIOTEPY ANS NOCTOPOHHUX NNLL;

6. Wcnonb3yn BHEWHWE HOCUTENUM WHIOpMauMK, Takme kKak dnewka, AUCK unm dann ms
WHTEPHETA, TONIbKO N3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpbiBah KOMMNbIOTEPHbIE (anfbl, NOSyYEHHbIE U3 HEHAAEXHbIX UCTOYHWKOB. [axe Te
¢dannbl, KoTopble Npucnan TBON 3HAKOMbIN. Jlydlle yTOYHW Y HEero, oTrnpasnisan nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - 2T0 He Bng nepenayn AaHHbIX, HE TEXHONOIMSA, a BCero nuwb 6bpeHa, Mapka. Ewe B 1991
rogy HuaepnaHackas KoMnaHus 3apeructpmposana 6peng "WECA", yto 0603Ha4ano cioBocoyeTaHme
"Wireless Fidelity", koTopblii nepeBoaMTCs Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHU aolina apyras abbpeBuatypa, KOTopas SBNAETCA TaKoOW XKe TEXHOJIormen.
310 abbpesnartypa "Wi-Fi". Takoe Ha3BaHue 6bIN1O0 AaHO C HAMEKOM Ha CTaHAApT BbICLLUENA 3BYKOBOM
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TexHukun Hi-Fi, 4yTo B nepeBoae 03Ha4vaeT "BblCOKasA TOYHOCTL".

[Oa, 6ecnnaTHblii MHTEPHET-A0CTYNn B Kade, oTensax u asponopTax SBAAETCA OT/IMYHOMN
BO3MOXHOCTbIO BbiX0Aa B MHTEPHET. HO MHOrmMe skcnepTbl CYMTAOT, 4YTO obwenocTtynHbie Wi-Fi ceTun
He aBnatTcsa 6e3onacHbIMU.

CoBeTbl N0 6e3onacHOCTU paboThbl B 06LeaocTynHbix ceTax Wi-fi:

1. He nepepaBain cBOK NMYHYIO MHPOpMauuo 4depe3 obwenoctynHble Wi-Fi cetu. PaboTtas B
HUX, XXenaTesbHO He BBOAUTb NApOan AOCTYNa, JIOTUHbI U Kakue-To HoOMepa;

2. Wcnonb3yn wn O06HOBNAM aHTUBUPYCHble rMporpamMmbl U 6paHaMayep. TeMm cambiM  Tbl
obe3onacuwb ceba OT 3aKayku BUpyCa Ha TBOE YCTPOMCTBO;

3. Mpu ucnonbzosaHmn Wi-Fi oTknoun dyHkumio "O6wnin goctyn K dannam u npuHTepam".
JaHHas yHKUMS 3aKpbiTa MO YMOSYAHMIO, OAHAKO HEKOTopble MOJSIb30BaTeNIn aKTUBUPYIOT ee Ans
yao6cTBa Mcnosib3oBaHMsa B pabote nnum ydebe;

4. He wncnonb3yn nybnuuHein WI-FI ana nepegaynm AUYHbIX AaHHbIX, HANpUMep A1S BbiIXOAa B
coumanbHble CETU UN B 3JIEKTPOHHYIO MOYTY;

5. Mcnonb3yi TONbKO 3awmleHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npn Habope Beb-
aapeca BBoan nmeHHo "https://";

6. B MobunbHOM TenedoHe oTkauM dyHkumio "MoakntoyveHne k Wi-Fi aBTomaTtnyeckun". He
AONyCKan aBTOMaTMYeCKOro noakatyeHms ycrtponcrea k cetam Wi-Fi 6e3 TBoero cornacusl.

CouuanbHble ceTn

CoumanbHble CETU aKTUBHO BXOASAT B Hally >XW3Hb, MHOrMe nwoanm paboTaloT U XKUMBYT TaM
NnocTosaHHO, a B Facebook yxe 3apernctpmpoBaH MUNAMapA YeNoBEK, YTO ABNAETCA OAHOW ceabMOW
BCEX XUTeNelh nnaHeTbl. MHOrMe Nonb3oBaTeNIM HE MOHMMALOT, YTO MHDOPMaLUS, pa3MEeLLEHHAs UMK B
COUMANbHbIX CETAX, MOXET 6bITb HaAeHa U UCMNOMb30BaHa KEM YyroaHO, B TOM YuUC/e He 0693aTeslbHO
c 61arMMn HamepeHusaMu.,

OcHoBHble coBeTbl N0 6€30NacHOCTU B COLMalbHbIX CETAX:

1. OrpaHunuyb cnucok apysein. Y T1ebs B APY3bsX HE AO/IKHO ObiTb Cly4alHbIX M HE3HAKOMbIX
noaen;

2. 3awmuan CBOK YacTHYK XW3Hb. He ykasbiBali maponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUS W APYryl0 JIMYHYIO WHGOpPMaUMO. 3M10YMbIWNEHHUKM MOryT WCMONb30BaTh AaXe
MHdOpMaLMIO 0 TOM, KaK Tbl U TBOW POAUTENMU NNAHMPYETE NMPOBECTU KAHUKYIbI;

3. 3awumiian cBoOK penyTauuto - AEpXW ee B YMCTOTE M 3aaaBal cebe Bonpoc: xoTen 6bl Thl,
ytobbl Apyrue nosb3oBaTeNM BUAENM, 4YTO Tbl 3arpyxaewb? [logymai, npexae 4YeM 4To-TO
onybnnkoBaTb, HanNucaTb U 3arpy3uTb;

4. ECnn Tbl FrOBOPULLIb C JIIOABMW, KOTOPbIX He 3Haellb, HEe WCMONb3yW CBOE peasibHoe UMS U
APYTY0 JIMYHYO MHGMOPMaUMN: UMSI, MECTO XUTENbCTBA, MecTo yuebbl U npoyee;

5. UN3beran pasmeweHns doTtorpadun B WHTepHeTe, rae Tbl M306paxeH Ha MeCTHOCTU, No
KOTOpPOW MOXHO onpeaennTb TBOE MECTOMOJSIOXEHUE;

6. lMpwn pernctpauum B COLMANBbHON CETU HEOo6X0AMMO WCMO/Sb30BaTb C/IOXKHbIE Naponu,
cocTosilme M3 6yKB U UNDpP M C KOTMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumanbHOM CeTU, MOYTbl U APYrMX CAalTOB HEO6XOAMMO MCMOMb30BaTh pa3Hble Naposu.
Toraa ecnu Tebs B3MOMAIOT, TO 3/10YMbILLIEHHUKM MOYyYaT AOCTYM TOMbKO K OAHOMY MECTy, a He BO
BCe cpasy.
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OneKTPOHHbIe AeHbIn

DNEeKTPOHHbIE AEHbIW - 3TO O4YeHb YA06HbIN cnocob nnaTtexen, O4HAKO CYLWECTBYHT MOLWIEHHMKM,
KOTOpbl€ XOTAT NONYYUTb 3TN AEHbIU.

DNEKTPOHHbIE [AEHbIMM MOSABUINCL COBCEM HEAABHO W WMEHHO W3-3@ 3TOr0 BO MHOMMX
rocyaapcTBax A0 CUX MOP HE MPOMMCAHO MpPO HUX B 3aKOHaX.

B Poccnm ke oHM (PYHKUMOHMPYIOT M O HUX YyXe MPONMCaHO B 3aKOHE, FAe UX pasfensaioT Ha
HECKONIbKO BMAOB - AHOHWUMHbIE U HE aHOHWUMHble. PasHWMUA B TOM, UTO a@HOHWMHbIE - 3TO Te, B
KOTOpbIX pa3pellaeTcs NpoBoAUTb ornepauunn 6e3 naeHtTudmnkaumm rnonb3oBaTesniss, @ B HEAHOHUMHbIX
naeHTnduKaums nonb3oBartens aBnasieTcs ob6a3aTenbHONM.

Takxe cneayeT pasnunyaTtb 3/1EKTPOHHbIE duaTHble AeHbrn (paBHbl FOCYAapCTBEHHbIM BastoTaM)
N 3NEKTPOHHble HedmaTHble AeHbIM (He paBHbl FOCYAapCTBEHHbLIM BantoTaMm).

OcHoOBHble coBeThl Mo 6e3onacHon paboTe C 3N1EKTPOHHbLIMU AEHbraMu:

1. MpuBsxu K cyeTy MObWUbHLIN TenedoH. IDTO caMbin yAoGHbIA W ObICTpbIA  Cnocob
BOCCTAHOBUTb AOCTYN K cyeTy. [NpuBsA3aHHbIN TenedoH NoMoxXeT, ecnn 3abyaewb CBOWM MaaTeXHbIN
naposib UM 3angelb Ha CalnT C HE3HAKOMOro YCTPOWCTBa;

2. Ncnonb3yit ogHopasoBble Naponu. Nocne nepexoaa Ha YCUNEHHYIO aBTOpu3auuio Tebe yxe He
6yAeT yrpoXaTbh ONacHOCTb Kpa)Ku UK nepexsaTa MniaTexHoro napons;

3. Bbibepu cnoxHblh naponb. lpectynHukaMm 6yaeTr He npocTo yragaTb CNOXHbIA Napoib.
HagexHble naponu - 3TO Maposn, KOTOpble copepxaT He MeHee 8 3HaAKOB W BKAKOYAKOT B cebs
CTPOYHbIE M MponucHble 6ykBbl, UMDPbl U HECKONILKO CMMBOJIOB, TakKMe KakK 3HaK gosnnapa, QyHTa,
BOCK/IMLATENbHbIM 3HaK U T.M. Hanpumep, $tRONg!;;

4. He BBOAM CBOU JINYHbIE JlaHHble HAa caliTax, KOTOPbIM He [I0BEPSELLb.

SneKTpOH HasA noyrta

DNeKTPpOHHas MoyTa - 3TO TEXHOMOrMs W NpefoCTaB/IsiEMble €l YC/yrM Mo nepecblike U
MOJTYYEHUIO 3NEKTPOHHbIX COOBGLUEHWNI, KOTOpble pacnpenensitoTcs B KOMMblOTEpPHOW ceTu. O6bl4HO
3/TEKTPOHHbIN MOYTOBbLIA SIWMK BbIMAAMT CleaylowmuM o6pasoM: MMSA_Mosb30BaTens@uMs_AoMeHa.
Takxe KpoMe nepefaym NpocToro TekcrTa, MMeeTcsl BO3MOXHOCTb NepesaBaTh daisbl.

OcHoBHble coBeThl Mo 6e3onacHoi paboTe C 3NEKTPOHHOMN NOYTON:

1. Hapo Bbi6bpaTb NpaBW/IbHbIA MOYTOBbLIA CepBUC. B WHTEpHETE eCTb OrpoMHbIA BbIGOP
becnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO JNlyylle A0BEpPATb Te€M, KOro 3Haelb W KTO MNepBblA B
penTuHre;

2. He ykasbiBal B JINYHOW nMo4yTe NUYHYKO WHbOpMauuo. Hanpumep, nydwe BbibpaTb
"My3bIKanbHbIM_aHaTt@" nnm "pok2013" BmMecTo "Temal3";

3. Ucnonb3yin AByx3TanHyl aBToOpu3auuio. 3TO Korga MOMUMO Mapofis HYXHO BBOAUTb KOA,
npucelnaemolii no SMS;

4. Bbibepu CnoXHbIM Napofb. Ans KaXaoro noytoBOro simMka AO/MKEH 6blTb CBOM HaAEXHbIN,
YCTOMUYMBBLIN K B3/1IOMY Naposb;

5. Ecnm ecTb BO3MOXHOCTb HanucaTb CcaMoOMy CBOW JNNYHbIN BOMpocC, MCI'IOJ'Ib3y171 3TY
BO3MO>XXHOCTb,

6. Mcnonb3yi HeCKONbKO MOYTOBbIX SAWMKOB. [epBbi ANs YaCTHOW Mepenuckyn C agpecatamu,
KOTOPbIM Tbl AOBepsielWwb. ODTO 3MEeKTPOHHbIA agpec He HaAo WCNosb30BaTb MNpU perncrpaumm Ha
dopymax n cantax;
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7. He oTkpbiBan daiinbl U Apyrne B/IOXEHUS B MUCbMax, Aaxe eClNn OHW MNpUWIn OT TBOMUX
apy3ei. Jlydwe yTOYHM Y HUX, OTNpaBasan nn oHu Tebe 3T dannbl;

8. MNMocne okoHuyaHus paboTbl Ha MOYTOBOM CEpPBUCE Nepen 3aKpbiTUEM BKAAAKW C CAWTOM He
3abyab HaxkaTb Ha "BbIATK".

Kn6epOynnuHr unm BupTyanbHoe nsgeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHuve CcoobleHnaMn, coaepxawmmm ockopbneHus, arpeccuio,
3anyrmeBaHue; XyJAuraHcTBo; counanbHoe 60MKOTMpOBaHME C MNOMOLWbK Pa3/IMYHbIX WMHTEpHEeT-
CEepBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbyNINMHIOM:

1. He 6pocaiica B 60i. Jlyywnii cnocob: nocoBeToBaTbCsa Kak cebs BeCTM U, eCnm HEeT Toro, K
KOMY MOXHO 06paTuTbCs, TO BHadane ycrnokouTbcs. ECAn Tbl HayHelwb oTBeYaTb OCKOpbneHnaMu Ha
ockopbneHuns, To ToNbKO ewe 6onblie pa3oxKelwb KOHPINKT;

2. YnpaBnsn ceoen knbeppenyTtaumein;

3. AHOHMMHOCTb B ceTu MHuMas. CyLllecTBytoT cnocobbl BbIACHUTb, KTO CTOUT 3a aHOHWMHbIM
AKKayHTOM;

4. He cTouT BeCTM XynuraHckui obpas BuMpPTyanbHOM XM3HW. NHTepHET (UKCUpyeT BCe TBOU
OEeNCTBUA N COXPaHAET ux. Yaanutb nx 6yaet KpanHe 3aTpyaHUTENbHO;

5. Cobniogait cBoo BUPTYasibHYIO YeCTb CMOSIOAY;

6. WrHopupyn eanHuyHbin Heratus. OpAHoOpasoBble ockopbuTesnbHble cooblweHns nydwe
nrHopuposaTtb. O6bI4HO arpeccus npekpawaeTcs Ha HavYanbHOW CTaauu;

7. baH arpeccopa. B nporpamMmax obMeHa MrHOBEHHbIMM COOOLLEHUSAMMU, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb 6/I0KMPOBKKN OTNpaBKKN COOBLLEHNIM C OnpeaeseHHbIX aapecos;

8. Ecnn Tbl cBMaeTenb knbepbynnuHra. TBoOM AeNCTBUSA: BbICTYNUTb NPOTUB MnpecnenoBaTtens,
nokasaTb €My, 4YTO ero AeNCTBUSA OLEHMBAKTCA HeraTMBHO, MOAAEPXXaTb XXEPTBY, KOTOPOW HyXHa
ncuxonornyeckas NoMoLlb, COO6LWMNTb B3POC/bIM O (hakTe arpeCcCMBHOIrO NOBEAEHUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHblI M MAaHwWeTbl coaepxaT B cebe BnosHe B3poCnbin yHKUMOHAN, U
Tenepb OHW MOTyT KOHKYPMpPOBaTb CO CTaUMOHApPHbIMW KOoMMbloTepamu. O4HaKO, CPeACTB 3almThl AN
NoAO6GHbIX YCTPONCTB MOKa OYeHb Mano. TeCTMpoBaHWE U MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He
TakK MHTEHCUBHO, Kak ans MK, To e camoe KacaeTcs n MOBUNbHbBIX MPUNOXKEHUNA.

CoBpeMeHHble MObunbHble Bpay3epbl yXe NMpakTUYyeckn AorHanu HacTosibHble aHanoru, ogHako
pacwupeHmne pyHKLUMOHana Bnedet 3a coboi 60NbLlY0 CNOXHOCTb U MEHbLUYIO 3aLMLLEHHOCTD.

[laneko He BCe TMpOM3BOAUTENM BbIMYCKAOT OGHOBNEHMUS, 3aKpbiBalOLWMe KpUTUYeckune
YySI3BUMOCTU 471t CBOUX YCTPOMCTB.

OcHOBHbIe coBeTbl g4ns 6e3o0nacHOCTN MobunbHoro TenedoHa:

Huyero He sBnseTca no-HacTosiweMy 6ecnnaTHbiM. Byab oOCTOpoXeH, BeAb Koraa Tebe
npeanaratoT 6ecnnaTtHbli KOHTEHT, B HEM MOIYT 6bITb CKPbITbl KakMe-To NiaTHble YCNyru;

Oyman, npexae 4yem oTnpaBuTb SMS, ¢doTo MM Buaeo. Tbl TOYHO 3HaEWb, rae OoHW 6yayT B
KOHEeYyHOM utore?

HeobxoaMMo 06HOBNATL ONEpaLMoOHHY CUCTEMY TBOEro CMapTdoHa;
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Ncnonb3yn aHTUBUPYCHbIE NpOrpaMMbl Ans MOBUbHLIX TenedOHOB;

He 3arpyxail npuioXeHWss OT HEM3BECTHOrO WCTOYHWMKA, BeAb OHW MOryT COAepXaTb
BpeAOHOCHOE NporpaMMHoe obecrneyeHue;

Mocne Toro Kak Tbl Bblldewb C CanTa, rae BBOAWA JINYHYIO MHGOPMaUUIO, 3aNan B HAaCTPOMKK
6pay3epa u yaanu cookies;

I'Iepmop,mquKM HpOBepﬂVI, KaKMWeE naaTtHblE YCTYIrM aKTUBMUpOBaAaHbl HA TBOEM HOMEPE,

[JaBain cBOon HOMep MobunbHOro TenedoHa TOMbKO JIOASAM, KOTOPbIX Tbl 3HaeWwb W KOMY
JoBepseLlb;

Bluetooth pgomkeH 6bITb BbIK/AOYEH, KOorga Tbl MM He nonb3yewbcsd. He 3abbiBan mMHoraa
npoBepsTb 3TO.

Online urpbl

CoBpeMeHHble OHMIaWH-UIpbl - 3TO Kpaco4yHble, 3axBaTbiBalOWMe pasBfieyeHus, obbeanHsowme
COTHM TbICSIY YesIOBEK MO BCEMY MUPY. UrpoKnM nccneaytoT AaHHbIA UM MUp, obLwatoTca Apyr C APYromM,
BbIMOJIHSOT 3a4aHUs, CPa)KalTCs C MOHCTPaMM M Mosy4vatoT OnbiT. 3a YAOBOSLCTBME OHWM NNaTAT:
NoKynatT ANCK, ONiaunBaoT aboHEMEHT UK NPUOGPETaT Kakme-To onumu.

Bce aTM cpeacTtBa mayT Ha NoAAEP)KaHWE M pas3BUTME UIPbl, @ TakKXe Ha caMy 6e30MacHOCTb:
COBEpPLUEHCTBYIOTCA CUCTEMblI aBTOPM3aLMK, BbIMyCKalOTCA HOBble naTuu (UMdpoBble 3aniaTku Ans
NporpamMMm), 3aKpbIBaloOTCs YS3BMMOCTU CEPBEPOB.

B noaobHbIx nrpax Ctount onacatbCA HeE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO Kpa>Xun TBOEro
napond, Ha KOTOpoM OCHOBaHa CMCTEMa aBTOpuU3auunun 60/1bLWIMHCTBA nurp.

OcCHOBHbIe coBeTbl Mo 6€30nNacHOCTM TBOEro MrpoOBOIro akkayHTa:

1. Ecnm gpyroin nrpok Beget cebs niaoxo mnu cospaet Tebe HenpusaTHOCTKU, 3abnoknpyin ero B
CMUCKEe UIPOKOB;

2. Moxanynca aaMUMHUCTpaTOpaM Wrpbl Ha MJIOX0e MOBEeAEHME 3TOro Mrpoka, >enaTesbHo
NPUNOXUTb KakMe-TO AoKa3aTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBa nn4Hy0 UHpopMaumio B npodanne urpsol;
4. YBaxal Apyrmx y4acTHMKOB MO Urpe;

5. He ycTtaHaBnuean HeoduumanbHble NaTynm n Moabl;

6. Ncnonb3yn CNoXHble N pa3Hble Naponu;

7. [laxxe BO BpPeEMSA Urpbl HE CTOUT OTKOYATb aHTUBMUpPYC. MOKa Tbl Urpaellb, TBOW KOMMbIOTEP
MOryT 3apasuThb.

PUWKNHr nnn KpaXxa NIN4YHbIX AaHHbIX

O6bl4HON KpaXkel AeHer u AOKYMEHTOB CErofHsl yXe HWMKOro He yAMBUWb, HO C pPa3BUTUEM
MHTEPHET-TEXHONOMMN 3M10YMbILUIEHHUKN MNEPEMECTUINCL B MHTEPHET, U NpoAO/IKAKT 3aHMMaTbCH
"NnobumbIM" genom.

Tak nosiBUIacb HOBas yrpo3a: MHTEPHET-MOLIEHHUYECTBa UM PULIMHI, rNaBHas Lelb KOTOPOro
COCTOUT B MONYYEHMM KOHMDMAEHUMANbHbLIX AaHHbIX MNOSb30BaTenem - JIOTMHOB WM naponei. Ha
aHrnminckoM asbike phishing untaetcsa kak duwuHr (ot fishing - peibHasa noens, password - naponb).

OcHoBHble coBeTbl No 60pbbe C PULLINHIOM:
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1. Cnean 3a CBOMM akKkKayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa 6blia B3/1OMaHa, TO
Heob6xoanMo 3abnokmMpoBaTbh €e U CoobWNTb aAMUHUCTPaTopamM pecypca 06 3TOM Kak MOXHO CKopee;

2. cnonb3yii 6e3onacHble Be6-caiTbl, B TOM YNC/IE, UHTEPHET-Mara3nHOB M MOUCKOBbIX CUCTEM;

3. WNcnonb3yhn CNoOXHble M pasHble naponu. TakuMm obpasom, ecnu Teba B3NOMaKwT, TO
3N0YMbIWAEHHUKW NoAy4YaT AOCTYN TONbKO K OA4HOMY TBOEMY NpOodu/to B CETU, a HE KO BCEM;

4. Ecnu Tebs B3nOManu, TO HeobXoAMMO MpeaynpeavTb BCEX CBOMX 3HAKOMbIX, KOTOpble
fob6aBneHbl y Tebsi B Apy3bsiXx, O TOM, 4TO Tebs B3/OMann M, BO3MOXHO, OT TBOEro MMeHu 6yaeT
pacchblNaThCsA CraM U CCbISIKU Ha ULLMHIOBbIE CANThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUNbHbIA TenedoH;
6. OTKOUYN coxpaHeHne napons B 6paysepe;

7. He oTkpbiBait dannbl U Apyrve BIOXEHUS B MUCbMax, Aa)e ec/iM OHW MpULLUNM OT TBOUX
apy3ei. Jlyywe yToOYHM Y HUX, OTNpaBasaIn nn oHu Tebe 3Tn dannbl.

LUundposas penytauums

LndbpoBasd penytauums - 3TO HeraTtMBHas WKW NO3UTUBHas uHdMopMaunmsa B cetu o Tebe.
KomnpomeTupyowasa wvHdopMaums, pasMeweHHas B WHTEepHeTe, MOXET Ccepbe3HbiM 06pa3oMm
OTpa3nTbCA Ha TBOEW peanbHOW XuW3HW. "Uundposasa penytauyma" - 3TO TBOM WMMWUAX, KOTOPbIN
dopmMupyetcsa ns nHpopmaumm o tebe B MHTepHeTe.

TBOE MECTO XXMWUTENbCTBA, y4yebbl, TBOE (UHAHCOBOE MOSIOXKEHME, OCOBEHHOCTM XapaKTepa U
pacckasbl 0 6/IM3KUX - BCE 3TO HaKanIMBaeTCs B CETH.

MHOrme noApOCTKU JIEFKOMbBIC/IEHHO OTHOCATCA K ny6aukauuMm fAWYHOW WHGoOpMauuu B
NHTepHeTe, He MOHMMasi BO3MOXHbIX MOCIeACTBUI. Tbl AaXK€ HE CMOXelb AoraaaTtbCs O TOM, 4TO
doTorpadus, pasmelleHHas 5 neT Ha3ad, cTana NPUUYMHON OTKasa NpUHATL Tebsa Ha paboTy.

KoMMeHTapuu, pasMelleHue TBoux dotorpaduin u apyrne AenCTBUS MOTYyT HE UCYE3HYTb Aaxe
nocse TOoro, Kak Tbl UX yAanuwb. Tbl He 3HaelWb, KTO COXpaHWA 3Ty MHGOpMauMio, nonasaa nm OHa B
NMOMCKOBbIE CUCTEMbI U COXpaHMIAcb 1N OHA, @ rMaBHOE: YTO NoAyMalT O Tebe OKpyxawume nam,
KOTOpble HangyT W yBuUAAT 3TO0. Hantm mHdoOpMaumio MHOro NeT cnycrs CMoXeT tobon - Kak u3
[06pbiX NO6YyXAEHWUI, TaK U C HAMEPEHNEM NPUYUMHUTL Bpea. DTO MOXET 6biTb KTO YrogHo.

OcCHOBHble cOBeTbl Mo 3awmTe uMdpoBON penyTauumn:

1. Mogyman, npexae 4yem 4to-TOo NybmkoBaTb U NepenasaTtb y cebsa B 6nore uam B coumanbHoOM
cetun;

2. B Hactporikax npoduns yCTaHOBM OrpaHM4YeHMUss Ha MpOCMOTP TBOero npoduns u ero
coaepXxumoro, caenam ero Tofnbko "ans apysen”;

3. He pa3Mewan n He ykasblBah MHPOpPMaUMIO, KOTOpasi MOXET KOro-nnmbo ockopbnsate nau
obuxaTb.

ABTOpCKOE npaBo

CoBpEMEHHbIE LWKOMIbHUKN - aKTUBHbIE MOMb30BaTeNM UMGBPOBOro npocTpaHcTBa. OAHako
Jafieko He BCe 3HakT, 4YTO MO0Nb30BAaHME MHOIMMMW BO3MOXHOCTSIMM UMMPOBOro Mupa TpebyeT
cobnoaeHns npaB Ha UHTENIEKTYaNbHYH CO6CTBEHHOCTD.

TepMUH  "MHTennekTyajsbHas  COBCTBEHHOCTb"  OTHOCMUTCS K  pasfiMyHbIM  TBOPEHUSIM
yesiloBeYeCKoro yMa, HaumMHasa C HOBbIX M306peTeHUN M 3HaKOB, 0b603Hauvawwmx COBCTBEHHOCTb Ha
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NPOAYKTbl W YCIyru, WU 3akaHuyMBasi KHUramm, doTtorpaduamu, KMHouIbMaMM U My3blKalbHbIMK
NPOV3BEAEHUAMMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENIEKTYallbHYI COBCTBEHHOCTb Ha MPOU3BEAEHUS HayKM,
nuTepaTypbl M  UCKyccTBa. ABTOPCKME MpaBa BbICTYNalT B KayecTBe rapaHTUM TOro, 4TO
WHTENNEeKTyaNnbHbIA/TBOPYECKMIA Tpya aBTopa He 6yaeT HanpacHbiM, AacT eMy crnpaBeAlunBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, Noiy4YnTb U3BECTHOCTb U NMpU3HaHMe. HUKTO
6e3 pa3spelleHnsi aBTopa He MOXET BOCMPOM3BOAUTL €ro NpovsBeaeHMe, pacnpoCcTpaHaTb, Ny6anYHo
NIEMOHCTpMpPOBAaTb, nMNpoAaBaTb, WMMNOPTUPOBATb, MyCcKaTb B NpokKaT, My6JMYHO MWCMNOMHATb,
nokKasblBaTb/UCMOMHATL B 3pmpe nan pasmellatb B MHTepHeTe.

Mcnonb3oBaHue "nmpatckoro" nporpaMMHoOro obecneyeHmst MOXeET NMPUBECTU K MHOMMM pUCKaM:
OT NOTepu [AaHHbIX K TBOMM aKKayHTamM A0 O6N0KMpPOBKM TBOEro YCTpPOWCTBA, rAe yCTaHOBEeHa
HeneranbHas nporpamMMa. He cTouT Takxe 3abbiBaTb, UYTO CYLUECTBYIOT NierasbHble U HecnnaTHble
NporpaMMbl, KOTOPblE MOXHO HaWTN B CETHU.

O noprane

CeTeBMYOK.pd - TBOW rNaBHbIi COBETYMK B CETU. 34eCb Tbl MOXeLWb y3HaTb O 6€30MacHOCTU B
CEeTU MOHSATHBLIM U AOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHUU KPUTUUYECKOW CUTyauuu obpaTuTbCs 3a
COBETOM. A TaKXXe MPUHATb y4acTue B KOHKYypcax U CTaTb CaMblM LM@PPOBbLIM rpa)kaaHUHOM!

MpunoxeHue N 3
NAMATKA ons POOUTENEW OB MH®OPMALIMOHHOW BE3OMNACHOCTU OETEU

OnpegeneHve TepMuHa "MHpOpMaumoHHasa 6e3onacHoCTb geten" coaepxutcs B PenepanbHOM
3akoHe N 436-03 "O 3awuTe geten oT MHPOpMaUNN, NMPUUMHSIOWEN Bped X 340p0Bbi0 U pasBUTuIo",
perynvmpyroLwmM OTHOWEHUS, CBA3aHHble C 3alMTON AeTeh OT MHMOopMauMn, NPUUMHSAIOWEN Bpes UX
300poBbI0 N (MnKn) pa3Bututo. CornacHo AaHHOMY 3akKOHY "MHdOpMauUMOHHasa 6e3onacHOCTb aeTen" -
3TO COCTOSIHME 3alUMLEHHOCTU, MNPU KOTOPOM OTCYTCTBYET PWUCK, CBSA3A@HHbIA C MpPUYUHEHMEM
WHdpopMaumenn Bpeaa WuWX 340poBbl0 U (MAK)  DU3MYECKOMY, MNCUXUYECKOMY, AYXOBHOMY,
HpPaBCTBEHHOMY pPa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-03 nHdopmaumen, npuunHaowen spes 340p0Bbo 1 (UAK)
pa3BUTUIO AETEN, ABNSeTCS:

1. nHdopmaums, 3anpelweHHas aAns pacnpocTpaHeHns cpean AeTen;

2. WHdoOpMauus, pacnpocTpaHEHUE KOTOPOM OrFpaHMYEeHO cCpeaun [AeTEN OonpeaeneHHbIX
BO3PaCTHbIX KaTeropuin.

3. K nHdopmMaunm, 3anpeweHHon anas pacnpocTpaHeEHMs cpean AeTen, OTHOCUTCS:

4. vHdopMaumsa, nobyxaatowan AeTen K COBEpLIEHUD AeNCTBUN, NpeacTaBAAoWmMX yrposy MX
XXU3HU N (MNN) 300POBbLIO, B T.4. MPUYMHEHUIO Bpeda CBOEMY 340pP0OBbO, CaMOYyOUIACTBY;

5. cnocobHOCTb BbI3BATb Y [AE€TEN XKenaHume ynoTpebuTb HapKOTUYECKUe CpeacTBa,
NCUXOTpPOMNHbleE © (MNM) oAypMaHMBaWLME BewecTBa, TabaudHble wu34enusl, anKorosibHY W
CNMpTOCOAEpXallylo MNpoAYKUWUID, MWBO W HAMWUTKW, M3roTaBfiMBaeMble Ha €ro OCHOBE; MPUHATb
y4yacTtue B a3apTHbIX urpax, 3aHMMaTbCs NpoOCTUTYLMEN, OpOASKHNYECTBOM nnu
NONpOLWAaNHNYECTBOM;
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6. obocHoBbIBaWOLWasa MM onpasAblBatowWas AONYCTUMOCTb Hacunusa m (UNu) Xectokoctn nnbo
nobyxaarwLasa ocyLecTBiATb HACUIbCTBEHHbIE AEACTBMUSA MO OTHOLLEHUIO K JIIOAAM U XKXUBOTHbIM;

7. oTpuuawllasa ceMmeinHble LEeHHOCTU U (opMupYyloWas HeyBaxXeHue K poauTensam mn (unum)
OPYTUM 4fieHaM CeMbM;

8. onpasabiBatowas NpoTMBONpaBHOE NOBEAEHME;
9. coaepxawas HelueH3ypHY0 bpaHb;
10. cogepxawas nHdopMaumio nopHorpaduryeckoro xapakrepa.

K uHdopMaummn, pacnpocTpaHeEHNE KOTOPOW OrpaHUUYEHOo cpean AeTel onpeaeneHHoro Bo3pacTa,
OTHOCMKTCS:

1. wHdopMaumss, npeacrtaeBnseMas B Buae U300paxeHUs WM  OMNUCAHUS  XKECTOKOCTH,
dusmyeckoro u (MNM) MNCUXMYECKOTrO HACUNUSA, MPECTYMNSIEHUS WM WMHOMO aHTMOBLLECTBEHHOrO
DENCTBUSA;

2. BbI3blBatolWwas y AeTeN CTpaX, yXacC WM NaHuKy, B T.4. NpeacraBnsemMas B Buae nsobpaxxeHus
WIN OMUCaHMS B YHMXAlOWEN 4enoBeyeckoe AOCTOMHCTBO (OpMe HEHACUSIbCTBEHHOW CMEpTH,
3aboneBaHuns, camoybuincrea, HecdaCTHOro cny4as, aapuuM WU  KaTacTtpodbl M (Man) wux
nocneacTBuii;

3. npeacTtaBnsieMas B BUAe n3obpaxeHns nnm onnmcaHms rnosioBbiX OTHOLLUEHWUIA MeXAy MY>XUYUHOMN
N XKEHLLNHOMN;

4. coaepxallasa 6paHHble CI0BA M BbIPaXeHUSA, HE OTHOCALLMECHA K HELEH3YpPHOW 6paHu.

C yuyetoMm 3TOro Bam npeanaratotcs npaBuia paboTbl B ceT WHTEpHET Ans pasnuuHbIX
BO3pPacCTHbIX KaTeropuin, cobnoaeHne KOTopbiX Mo3BoUT  obecneuyntb  MHMOOPMALIMOHHYIO
6e30MacHOCTb BalnxX AETEMN.

O6wue npaBuna gna pogurenen

1. HeszaBucmMMo oT BO3pacTta pebeHka MCNoMb3ynTe nporpammHoe obecrnevyeHue, nomorawouee
dunbTpoBaTh M KOHTPOINPOBATb WHQOpMauMio, HO He nosaranTecb NOSIHOCTbD Ha Hero. Bawe
BHUMaHWe K pebeHKy - rnaBHbIA MeTo  3alUnThbl.

2. Ecnn Baw pebeHOK MMeeT akKKayHT Ha OAHOM M3 coumanbHbiX cepBucos (Livelournal,
blogs.mail.ru, vkontakte.ru n T1.n.), BHMMaATENbHO W3yuuTe, Kakyk MHPOPMAUMIO MNOMELLalT ero
YYaCTHMKK B CBOUX NMpodunnsx n 6rorax, Bkatodas potorpadmm v Bnaeo.

3. lpoBepbTe, C KakMMW APYrMMU CcanMTamMu CBSA3aH couManbHbii cepBUC Bawero pebeHka.
CTpaHnykm Bawero pebeHka Moryt 6biTb 6e30MacHbIMWM, HO MOFyT W coAaepXaTb CCbUIKM Ha
HeXxenaTefibHble WU OornacHble canTbl (HanpuMep, NOPHOCANT, MAN CAWUT, HA KOTOPOM ApPYyr YrNOMWUHAET
HOMep coToBoOro TenedoHa Bawero pebeHka nnn Baw agoMawHUA aapec)

4. Moowpsante Bawmnx getein coobwate 060 BCEM CTPAaHHOM UM OTTANKMBAIOLWEM N HE CIIULLIKOM
OCTPO pearupymTe, Koraa OHu 3TO AenatT (M3-3a onaceHus NoTepsaTb AOCTYN K WHTepHeTy AeTn He
roBopsaT poauTensMm O npobnemax, a TakXe MOryT HadaTb WCNOMb30BaTb VIHTEpHET BHe AoMa WU
LWKOSbI).

5. byabTe B Kypce ceTeBOW XXWU3HWU Balwero pebeHka. MHTepecynTecb, KTO UX ApYy3bs B IHTepHeT
TaK Xe, KaK nHTepecyeTecb peasibHbIMN APY3bSAMU.

BospacTt ot 7 no 8 ner

https://ovmf2.consultant.ru/cgi/online.cgi?req=doc&ts=1667490783039658218793601896&cacheid=E1FD970B241865B48C4DBE9766B00AA... 12/16



14.06.2019 [MevaTb gokymeHTa

B WHTepHeTe pebeHOK cTapaeTcsa MNOCeTUTb T€ WAM WHble CanTbl, @ BO3MOXHO W 4aThl,
paspelweHne Ha nocCelleHne KOTOpbIX OH He nonyuymn 6bl OT poauTenein. [MoO3TOMY poaAUTENSM
0CcobeHHO nosie3Hbl 6yayT Te OT4YEeTbl, KOTOpble MNPeAoCTaBASAOTCS NporpaMMaMu MO OrpaHUYeHUto
ncnonb3oBaHna WMHTepHeTa, T.e. PoAMTENbCKUM KOHTPOJSIb WM TO, YTO Bbl CMOXETE YBUAETb BO
BpeMeHHbIX dannax. B pesynbraTe, y pebeHka He 6yAeT OwyLeHNs, YTO 3@ HUM BeAeTCs NMOCTOSAHHbIN
KOHTpPO/Ib, OA4HAKO, poanTenn 6yayT No-rnpexHeMy 3HaTb, KakmMe caiTbl NocelaeT nx pebeHok. [etn B
OAHHOM Bo3pacTte o0651agaldT CUIbHBLIM YyBCTBOM CEMbW, OHW [OBEPYMBLI M HE COMHEBAOTCH B
aBTopuTeTax. OHM MOBGAT urpatb B CeTEBble Urpbl M MNyTEWeCcTBOBaTb MO WMHTEpHeTy, WCNOb3ys
3M1EKTPOHHYIO NOYTY, 3aX0ANTb Ha CalTbl U YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSMMU.

CoseTbl No 6e3onacHoCcTN B ceTu NHTepHeT ans aeten 7 - 8 net

1. Co3panTe CNMCOK AOMALWHUX MpaBui noceweHus MHTepHeTa nNpu yyacTum geten n tpebynte
€ro BbINOSIHEHUS.

2. TpebyiTe oT Bawero pebeHka cobnogeHnss BpEMEHHbIX HOPM HaX0XAEHUSA 32 KOMMbIOTEPOM.
Mokaxwute pebeHky, 4uTo Bbl HabnaaeTe 3a HUM He NOTOMY 4YTO BaM 3TO XO4eTcs, a MOTOMY 4YTO Bbl
b6ecnokounTecb 0 ero 6€30MacHOCTN K BCerga roToBbl €My NOMOYb.

3. KoMmnbloTep € noakntyveHMeM K WHTepHeTy [O/MKEeH HaxoauTbCA B oblen KoMHaTe noa
NPUCMOTPOM poauTenen.

4. Ncnonb3yinTe cneumanbHblie AETCKME NMOUCKOBbIE MALUUHBbI.

5. WUcnonb3yiTe cpeactBa 6M0KMPOBaAHUS HEXENATENbHOrO KOHTEHTA KakK [AOMOJIHEHME K
CTaHAapTHOMY PoANTENbCKOMY KOHTPOJIIO.

6. Co3panTe CeMEeWHbIA 3MEeKTPOHHbIN AWKMK, 4YTOObl HE MO3BOJINTb AETAM UMETb COOBCTBEHHbIE
ajpeca.

7. bBnokupyihte pocTyn K cahTtaM C 6ecnnaTtHbIMA  MOYTOBbIMM  SILUMKAMU C  MOMOLLbIO
COOTBETCTBYIOLLErO NPOrpaMMHOro o6ecrneyeHus.

8. Mpuyunte peten coseToBaTbCad C Bamu nepen onybnmkoBaHmeM kKakon-nnbo mHbopmaunm
CpeacTBaMyn 3/1€KTPOHHOM NOYThbI, YaToOB, perncTpaumoHHbIX GOpM 1 Npodunen.

9. HayunTe feTel He 3arpy»aTb dainbl, NporpaMMbl UNM My3biKy 6€3 BalLero coriacus.
10. He pa3spelwaiiTe AeTSM UCNONb30BaTh CNYX6bl MTHOBEHHOIrO 06MEHa COObLLEHUAMN.

11. B "6enbiM" CNWCOK CaWTOB, paspelleHHbIX ANa MoceleHns, BHOCUTE TONIbKO CauTbl C
XOpoLlen penyTaumnen.

12. He 3abbiBanTe 6ecengoBaTb C AeTbMK 06 UX ApY3bsaX B NHTepHeTe, Kak ecnu 6bl peyb wWna o
ApY3bSX B peanibHOM XU3HMU.

13. He penante "taby" n3 BONpPOCOB MONIOBOMN XWU3HWU, TaK KakK B MIHTEpHETe AeTu MOryT fierko
HaTKHYTbCS Ha NOpHorpadwuo nnm cantbl "ansa B3pocnbix”.

14. Mpuyunte Bawero pebeHka coobuaTb BaM O NO6bLIX Yrpo3ax WM TpeBOrax, CBA3aHHbIX C
NHTepHeToM. OcCTaBalTeCb CMOKOMHLIMU M HAMOMHUTE AETSAM, YTO OHM B 6€30MacHOCTU, ecnin cammu
pacckasann BaM O CBOMX TpeBorax. [loxBasuTe MX U MOCOBETYWTE MOAOWTU elle pa3 B NOA0GHbIX
cnyyasx.

BospacTt geten ot 9 no 12 ner

B LngaHHOM BoO3pacTe [IeETM, KaK MpaBW/o, YX€ HachbllaHbl O TOM, Kakas WHdopmauus
cywectsyeT B WHTepHeTe. CoOBEpLWEHHO HOPMasibHO, YTO OHM XOTAT 3TO YBWAETb, MPOYECTb,
yCnbiwaTb. MpyU 3TOM HYXHO MOMHWTb, YTO AOCTYN K HeXenaTeNbHbIM MaTepuasiaM MOXHO Nerko
3a610KMpoBaThb NMpu NOMOLLM CPeACTB POAUTENBCKOrO KOHTPONS.
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CoBeTbl No 6be3onacHocTu Anga aeten ot 9 go 12 ner

1. Co3ganTe CnNMCOK AOMaWHWUX MNpaBwui noceweHnss MHTepHeT npu ydyacTum geten n tpebynte
€ro BbINOJSIHEHMS.

2. Tpebyiite oT Bawero pebeHka cobnogeHNs HOPM HaXOXAEHMS 3a KOMIMbIOTEPOM.

3. Habnwpgante 3a pebeHkoM npu paboTe 3a KOMMbOTEPOM, TMOKaXuTe eMy, 4To Bbl
b6ecrnokounTecb 0 ero 6€30MacHOCTN U BCerga roToBbl OKasaTb eMY MOMOLLb.

4. KomnbloTep C noakntoyeHneM B VIHTEpHET AO0/MKEeH HaxoAuTbCs B obwen KOMHaTe noA
NPUCMOTPOM poaUTENEN.

5. WUcnonb3yiTe cpeactBa 6M0KMPOBAHUSA HEXENATENbHOr0 KOHTEHTA KaK [OMOoJIHeHME K
CTaHAapTHOMY PoANTENBCKOMY KOHTPOJIIO.

6. He 3abbiBaliTe NpUHMMaTb HEMOCPEACTBEHHOE y4yacTue B XM3HW pebeHka, HecenoBaTb C
[eTbMU 06 UX ApYy3bax B NHTepHeTe.

7. HactamBanTte, utobbl AETU HUKOrAa He corfawanncb Ha JIMYHblIE BCTPEYM C APY3bSMU MO
UHTepHeTy.

8. lMo3BonsainTe AETAM 3axoAUTb TONbKO Ha calTbl M3 "6enoro" cnmcka, KOTOpbIA co3panTe
BMECTe C HUMMU.

9. Mpuyunte peTel HUKOrAa He BblAaBaTb JIMYHYKO MHMOPMauulo cpeacTBaMu 3/1EKTPOHHOM
MnoyTbl, 4aToB, CUCTEM MrHOBEHHOr0 O6MeHa COObLWEeHUAMKN, perncTpaumoHHbIX ¢GOpPM, NUYHbBIX
npodunein n Npu perncTpaumm Ha KOHKypcCbl B IHTepHeTe.

10. MpuyunTte aeTen He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6bACHUTE UM, 4YTO
OHM MOTyT CNy4YanHO 3arpy3uTb BUPYCbl UK APYroe HexenaTtenbHoe nporpaMMmHoe obecneyeHue.

11. Co3paliTe BaweMy pebeHKy orpaHMYEHHYI YYETHYIO 3anucb Ana paboTbl HA KOMMbIOTEpPE.

12. Mpuyunte Bawero pebeHka coobuwate BaM 0 N0b6bLIX yrposax MM TpeBorax, CBA3aHHbIX C
MHTepHeTOM. HanoMHuTe pgeTaM, 4To OHM B 6e30macHOCTM, eCnm caMum pacckasananm BaM O CBOMX
TpeBorax n ornaceHusx.

13. PacckaxuTe aetaMm o nopHorpadpum B MHTepHeTe.

14. HacTtamBaliTe Ha TOM, 4YTOObl AETU NPeAOCTaBMS/IM BaM AOCTYMN K CBOEN 3/1EKTPOHHOM MOYTE,
yTOo6bI Bbl YOEAMNNCHL, YTO OHU HE 06LWATCA C HE3HAKOMLaMM.

15. O6bsCHUTE AeTsAM, UYTO HEeNb3s MCMNOMb30BaTb CETb AN XY/IMFAHCTBA, PacnpoCTpaHeHUs
CnfieTeH UNK yrpos.

Bo3spacT geten ot 13 go 17 ner

B oToM BO3pacTte noApOCTKM aKTUBHO WCMONb3YKOT MOUCKOBblE MallWHbl, MNOJb3YTCS
3NEKTPOHHOW MOYTON, cny>xb6aMm MrHoBeHHOro obmMeHa coobLeHNnsaMn, cKkaunBaoT MY3blKY U DUNbMbI.
ManbuymMkam B 3TOM BO3pacTe 60nblue MO HpaBy CMeTaTb BCE OrpaHMYEeHus, OHU XaxayT rpyboro
IOMOpa, a3apTHbIX Urp, KapTUHOK "ans B3pocnbix". [JeBoYKM npeanodnTatoT obwatbcsa B yatax, npwu
3TOM OHM ropasao 6onee YyBCTBUTESNbHbI K CEKCYallbHbIM AOMOraTenbCTBaM B MIHTepHeTe.

3ayacTyio B AAaHHOM BO3pacTe poAUTENSAM YyXe BeCbMa C/MIOXKHO KOHTPOJIMPOBAaTb CBOMX AETeN,
Tak Kak 06 NHTepHeTe OHWM yXXe 3HAlT 3HauuTesnbHOo 6onblue cBOUX poauTenen. TeM He MeHee, He
oTnyckamte peten B "cBoboaHoe nnaBaHue" no UHTepHeTy. CTapalTecb aKTMBHO Yy4yacCTBOBaTb B
obuweHnn pebeHka B MIHTepHeTe.
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Ba)kHO nmo-npexHeMy cTporo cobnogate npasuna NHTepHeT-6€30NacHOCTM - cornaweHme mMexay
poautenamm wn petbMun. Kpome TOro, HeobxoAMMO KaK MOXHO 4Yalle npocMaTpuBaTb OT4YeTbl O
pestenbHocTn getenn B WHTepHeTe. Cneayer o6paTtvTb BHUMaHMeE Ha HeOb6XOAMMOCTb CoAepXaHus
poAuUTENbCKMX naponern (naponen agMUHUCTPATOPOB) B CTPOrOM cekpeTe u obpaTuTb BHMMaHWeE Ha
CTPOrocCTb 3TMX Maponen.

CoseTbl No 6e30MacHOCTN B 3TOM Bo3pacTe oT 13 Ao 17 net

1. Co3panTe CrNMCOK AOMALWHUX Mnpasun noceweHusa WHTepHeTa npu ydacTum noApOCTKOB WU
Tpebylite 6e3ycnoBHOro ero BbinosiHeHMs. O6roBopuTe C pebeHKOM CMMCOK 3anpelieHHbIX CanToB
("yepHbIn cnmcok"), yacbl paboTbl B WMHTepHeTe, pykoBOACTBO Mo obuwieHnto B WNHTepHeTe (B TOM
yncre B yartax).

2. KoMnbloTEp C NOAKNIOUYEHNEM K CceTU VIHTEPHET A0MXKEH HAaXoaAMTbCs B 06LlEel KOMHaTe.

3. He 3abbiBanTte 6ecenoBatb C AeTbMKM 06 MX Apy3bsAX B WNIHTEpHETE, O TOM, YEM OHW 3@HATHI
TakuMm obpasoM, 6yaTo pedb MaeT O APYy3bsAX B peasbHOM XU3HW. CnpawmnBanTte o N0ASX, C KOTOPbIMU
Aetn obLlwarTcs nocpeacTBOM CnyX6 MrHoBeHHOro obMeHa coobweHuamu, 4tobbel y6eanTbCs, 4TO 3TH
NI0AN UM 3HAKOMbl.

4. Wcnonb3yihTe cpeactBa 6/IOKMPOBAHUS HEXENaTeNbHOr0 KOHTEHTa KakK [AOMOJSIHEHWE K
CTaHAapTHOMY PoAUTENbCKOMY KOHTPOJIHO.

5. Heo6xoaMMO 3HaTb, KakKMMKU 4yaTtamu nosnb3ytoTcsa Bawu aetu. MoolwwpsainTe Mcnonb3oBaHue
MOAEPUPYEMbBIX YAaTOB U HacTanmBaiTe, YTobbl AeTU He 06Lanncb B MPUBATHOM peXnMe.

6. Hacrtamsante Ha TOM, 4TO6bI AETM HWUKOrga He BCTPEYaNUCb JINYHO C APY3bSMU U3 CETU
NHTepHeT.

7. MpuyunTte pgeten He BblAaBaTb CBOK JIMYHYIO MHGMOPMaLUIO CpeaCTBaMN SNEKTPOHHON MOYThI,
4aTOB, CUCTEM MIHOBEHHOro obMeHa CoobLUeHNAMU, perncTpaunoHHbIX GOpM, NUYHBIX Npodunen um
Nnpu perncTtpaunm Ha KOHKypcCbl B HTepHeTe.

8. MpuyunTe geTen He 3arpyxaTb nporpamMmmbl 6e3 Bawero pa3speweHns. O6bACHUTE UM, YTO OHU
MOFYT C/Ty4alHO 3arpy3nTb BUPYCbl UM ApYroe HexenaTtesbHOe NporpaMMHoe obecneyeHue.

9. Mpuyumnte Bawero pebeHka coobuwatb BaM 0 MO6bIX yrpo3ax WM TpeBorax, CBA3aHHbIX C
MHTepHeTOM. HanoMHuTe AeTsaM, 4To OoHM B 6e30macHOCTM, eCnuM caMu pacckasajiu BaM, O CBOMX
yrpo3ax mnu Tpesorax. [oxeannute nx n nocoBeTynTe NO4ONTH ewe pa3 B NogobHbIX cny4asx.

10. PacckaxuTte gertssMm o nopHorpadum B WUHTepHeTe. oMornte MM 3aWUTUTLCS OT Crama.
Hayunte noapocTKOB He BbldaBaTb B WHTepHeTe CBOero peasibHOro 3/1eKTPOHHOIMo agpeca, He
OTBe4yaTb Ha HexenaTesibHble NMCbMa U MCNOMb30BaTh CneuuanbHble NOYTOBbIe PUIbTPbI.

11. MpuyuunTte cebs 3HAKOMUTLCSA C canTaMn, KOTopble NocewatoT NoAPOCTKM.

12. HayumnTte peten yBaxaTb ApPYrMX B WHTepHeTe. YbeauTecb, UYTO OHM 3HAKT O TOM, 4TO
npasuia XOpoLlero noBeaeHnUsa AENCTBYIOT BE34e - AaXe B BUPTYaslbHOM MUpE.

13. O6bsACHUTE AETAM, YTO HM B KOEM C/lyyae Hesnb3a WUCnonb3oBaTb CeTb ANA XYNUraHCTBa,
pacrnpoCTpaHeHNs CNETEH UAN YIrpo3 APYrMM NIOAAM.

14. ObcyamTte € noAapocTKaMum npobnembl ceTeBblIX as3apTHbIX UIP U MX BO3MOXHbIA PUCK.
HanoMHuTe, 4TO AEeTU He MOryT UrpaTb B 3TWU UrPbl COr/TACHO 3aKOHY.

MOCTOAHHO KOHTPOAMPYNTE MUCMonb3oBaHne NHTepHeTa Bawumm peberHkom! ITo He HapylleHue
€ro JMYHOro MNpOCTPaHCTBaA, a Mepa MNpeaoCTOPOXHOCTM U NposiBfieHMe Bawen poauTenbCKown
OTBETCTBEHHOCTM U 3a60Thl.
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